SETTI NG UP A MODEM POCL

1. Background. The NAVSUP Firewal | | NFOSEC Policy signed 5
February 1997 mandates site mgration fromindividual PC nodens
to nmodem pools within two years. The purpose of this mgration
is to close the biggest back door threat to our interna
networks. Firewall effectiveness will be negated if our back
doors are not closed and | ocked together with the front door
(firewall).

2. Wat is a Modem Pool? Very sinply, it is a bank of nodens
avai lable to users on the internal network for dial-out access to
renote resources. Wen a user starts a software package that
attenpts to connect wwth a | ocal nodem the nodem pool intercepts
the request and assigns that user the next avail able nodem |[f
all nodens are in use, the request is queued for the next nodem
returned to use by the pool. A server (PC) handl es the tasks of
allocating and controlling nmultiple nodens froma centra

| ocati on. Mddem pool usage is transparent to users.

3. Configuring the nodem pool. Now that we know what a nodem
pool is, what is involved in setting up a pool? To answer this
guestion, | tal ked with personnel from NAVI CP-Phil adel phia, who
have had a nodem pool in use for several years. After that, |
spoke with two vendors who handl e nodem pool hardware and
software to get an idea of the costs invol ved.

a. Server. First, you need to establish a server on your
network that will control the nodens.

1) Hardware. This server can be as small as a PCwth
an Intel conpatible 486 CPU or better. You will need about 4.5MB
of disk space for the server software and enough nenory to
efficiently handl e your chosen operating system Sone sites may
have excess PCs that can be used. Those sites receiving the
Firewall Security Systemw th the Pentium box and the BSDI
operating systemcould quite possibly be getting a UNI X box and
HP- UX operating systemas future firewall upgrades. This wll
free up the Pentium box which could then be used as the nodem
pool server.

2) Software. The server software product used by
NAVI CP-P is LANSource’s W Nport. LANSource is a Toronto,
Ontari o, based conpany that is well established in this field.
Wth W Nport you can choose froma 32-bit Wndows O S. (either
W ndows NT 3.51, 4.0 or Wndows 95), Novell NetWare 3.12-4.x, or
DOS. W Nport provides their proprietary LogView adm nistrative
utilities and a conprehensive security and managenent nodul e.



b. Conmunication Ports. Next, you need enough serial ports
to handle from8 to 32 nodens. This is acconplished with a
product such as a DigiBoard PC X/e. This nulti-port serial board
installs in the server PC and provi des connectors for sone fixed
nunber of nodens (4 or 8 or 16).

c. Moddens. The next |ogical consideration is the nodem
hardware. Here you have mul ti ple choices, depending on what you
al ready have avail abl e, or naybe how nuch room you can devote to
t he nodem pool. First, you could use individual external nodens.
This choice will require the nost space for your solution. Next,
you coul d use rack-nount abl e nodens that provide nmultiple nodens
in each nodul e (FMSO uses both dual and quad nodens on their
access servers). A third choice is a piece of hardware, naned
appropriately enough, a nodem pool. This device provides either
8 or 16 nodens in a single rack-nountabl e nodul e.

d. Cient Software. The |ast piece of the puzzle is the
client software. WNport provides client support for the sanme
O S. base as the server, plus it also provides 16-bit w ndows
support for Wndows 3.x. Basically, the client software is a
replacenent for the conmdrv driver. The replacenent driver
intercepts | ocal COM port nodem requests and redirects to the
server software. Any Wndows comruni cati ons package that does
not try to replace this driver with its owmn nmay be used on the
client. This list includes Mcrosoft Internet Explorer, Netscape
Navi gat or, Procomm Pl us, QWodenPro, PCAnywhere, Carbon Copy,
Lotus Notes, Hyperterm nal, and many ot hers.

e. Modularity. |If the particular situation at a site
requires that nore nodens be added to handl e demand, expansion is
sinple. The WNport software can be upgraded to a 16-npdem
configuration. Addition of another D gi Board and anot her bank of
8 nodens conpl etes the expansion

4. Cost.

a. Configuration. For this exanple | chose the W Nport
client/server software, DigiBoard nmulti-port serial board, and US
Robotics nodens. For the purposes of this working note, we shall
configure a nodem pool with 8 nodens. NAVICP-P is using an 8-
nodem pool so | would think this size would serve nost sites
quite well. Oher vendors products were not priced or
researched, but vendor nanes appear at the end of this docunent.

b. Pricing. Vendors provided the followi ng prices for their
product s:



LANSource client/server software

(8 nodens, unlinmted users) $799
DigiBoard multi-port board (8 ports) $999
US Robotics MP/8 (8-1ine nodem pool) $3095
TOTAL --éAééé

This does not include the server PC, operating system
cabling, and tel ephone |ines.

5. Vendors
a. SERVER SOFTWARE: LANSour ce, Artisoft, Shiva.

b. MILTI-PORT SERI AL BOARDS: Digi, Consensys (Chili PORTS),
Equi nox, Control (Rocket Port).

c. MODEMs: Alnpost any Class 1 or Class 2 conpatible nodem
A note on US Robotics: quad nodens cost approximately $3400 each
(2 required), nmaking it the nore expensive option for the above
pricing scenario; individual US Robotics Courier V.everything
nodens cost about $289 each (8 required), for the | east expensive
opti on.

6. Oher Options. Mdempools may al so be used to provide
facsimle (FAX) transm ssion and renote access service
capabilities. It is inportant to consider the security aspects of
your servers if you choose to add such services. Vulnerabilities
exi st that allow the possibility of nodem session hijacking. Qur
consultants at Gartner G oup have advised us to use separate
servers to provide outgoing and i ncom ng services.

7. Inplenentation. Each site |ISSM should work with the Network
Adm ni strator and/or Network Security Oficer to cone up with a
proposed solution for your site. Forward your proposal to the
NAVSUP Conmand | SSM SUP63D, for funding consideration as an

| NFOSEC initiati ve.

8. References. The following URLs are for web sites used to
research this paper:

www. | ansour ce. com LANSour ce
WWW. USTr oboti cs. com US Roboti cs
www. shi va. com Shi va

WWW. equi nox. com Equi nox



www. cont rol . com Rocket Port
www. dgi i . com D gi
WWW. consensys. com Chi | i PORTS



